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Abstract

CNS/ATM components (e.g., ADS-B, SWIM, datalink, Asterix) of the current and future air transport system
present vulnerabilities that could be used to perform an ‘attack’. Further investigations are necessary to
mitigate these vulnerabilities, moving towards a cyber-resilient system, fully characterising ATM data, its
confidentiality, integrity and availability requirements. A better understanding of the safety-security trade-
off is required. Additional security assessments for legacy systems are also needed to identify possible
mitigating controls in order to improve cyber-resilience without having to replace and refit. Future systems
security by design is essential: a new generation of systems architectures and applications should be
explored to ensure confidentiality, cyber-resilience, fault tolerance, scalability, efficiency, flexibility and
trust among data owners. Collaborative, security-related information exchange is essential to all actors in
aviation. This is specially challenging in a multi-stakeholder, multi-system environment such as ATM, where
confidentiality and trust are key.

Programme

® 10:00 -11:00 Opening & Welcome / State of the Art in CNS/ATM security research

@ 10:00-10:20

Ruben Flohr, SESAR JU: “Cybersecurity: Setting the scene”
® 10:20 -10:40

Matt Shreeve, Helios: “State of play of CNS security”
® 10:40-11:00

Q&As session

® 11:00 -11:30 Coffee

® 11:30 -13:15 Vulnerabilities and mitigation actions of current CNS/ATM technologies

® 11:30-11:50
Tim Stelkens-Kobsch, DLR-GAMMA:"Challenges and aﬁproaches
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to enhance security of CNS/ATM systems - the researcher s view”
® 11:50-12:10

Joe Dauncey, NATS: “Enabling Digital Trust”
® 12:10-13:15

Facilitated debate
® 13:15-14:15 Lunch

® 14:15 -16:15 New concepts and technologies for the future CNS/ATM system

® 14:15-14:35
Patrick Mana, Eurocontrol: "Cybersecurity in CNS/ATM - current & future challenges”

©® 14:35-14:55
Theodore Kiritsis, IFATSEA: "A cybersecurity arhcitectural approach
for legacy- and swim-based cns/atm systems and the atsep working position”

@ 14:55-15:15

Antonio Correas, Skymantics: "Risks and opportunities of global
IP aviation communications: towards multi-domain security governance”

® 15:15-16:15
Facilitated debate

® 16:15 -17:00 Conclusions presentation and next steps on Engage KTN




Request a booking

To request a place:

e please visit: engagektn.com

e gotothe “Contacts” page and select “Thematic challenge workshop
registration”, clearly stating which workshop you wish to attend
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